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1
Decision/action requested

It is requested to approve the new Key issue for FS_eNA_SEC_Ph3
2
References

3
Rationale

In the last SA3 meeting, SID S3-220563 was agreed to address security aspects of enablers for Network Automation for 5G – phase 3 (study approved in SA2 Rel-18: SP-211330). One of the working taks to be studied in SA3 (WT#2.2) is related to security aspects to be considered in the data and analytics exchange in roaming case. This key issue addresess that task. 
4
Detailed proposal

************ START OF CHANGES ************
5.x
Key Issue #X: Security for data and analytics exchange in roaming 
5.x.1
Issue details
NWDAF calculates analytics based on the data collected from different data sources, such as the AMF, SMF, PCF, UDM, AF, and OAM. It offers analytics identified by a 3GPP defined analytics identifier to consumers using the service based architecture defined for the 5GC.

If a UE from a PLMN-1 is roaming in a VPLMN (PLMN-2), for performing UE specific analytics NWDAF of PLMN-1 will have to collect data from PLMN-2 network, either directly from the PLMN-2 Network Functions (e.g., SMF), and/or even from the PLMN-2 NWDAF if the service level agreement between operators allows it.

There can be scenarios where PLMN-2 NWDAF may consume ‘UE behaviour like’ analytics from PLMN-1’s NFs to optimize the service in the VPLMN, and potentially enhance the user experience during roaming. 

This key issue analyses the security aspects of data and analytics exchange in roaming as potential architecture enchancement in Rel-18.  

Authorization schema based on OAuth 2.0 may be used between VPLMN NFs and HPLMN NWDAF (or viceversa), so the operator has the mechanism to restrict the access. However, data collection and analytics exchange via different NFs (subscribe/notify) in roaming, and more in general in inter-PLMN interconnection, may bring data protection related issues, such as security and regulatory requirements across different geographical regions, concerning the type of data to be shared and the type of data to be restricted. E.g., every TAI (Tracking Area Identity) should not be shared with other PLMN. 

In general, whatever data shared with another PLMN may be subject to be audited. E.g., SMF in PLMN-1 may share data with NWDAF PLMN-2. PLMN-1 should be able to store the shared data for subsequent audits (e.g., PLMN-2 may put a claim on provided data to PLMN-1, due to inaccuracies or other issues in the data).
5.x.2
Security Threats
Without considering the regulatory aspects related to data protection and privacy, operators exchanging data and analytics between NFs and analytics functions may easily incur in a severe breach of law in their jurisdictions. This breach will likely entail penalties, as well as significant brand damages. 

If exchanged sensitive and privacy data has not been adequately protected and restricted before it is shared between PLMNs, it will be subject to be leaked and abused through a compromised NF or NWDAF controlled by an attacker (e.g., malicious insider). This may be an attack vector for more attacks targeting the operator subscribers, such as location tracking (e.g., using TAI information), fraud, etc.

Data reports requested by analytics consumers in one PLMN may contain sernsitive information about the network of the other PLMN providing the data, that can be easily leaked in the data exchange procedure.  

Disputes between PLMNs exchanging data reports between NWDAFs and NFs can easily occur due to inaccuracies, corrupted data, insufficient information, etc. Audits over the exchanged data may demonstrate a breach in the contracts, that derives in penalties.        

5.x.3
Potential security requirements
To ensure a secure and legal data and analytics exchange between operators, data protection policies need to be considered and enforced. 

Based on the sensitivity of the data and applicable regulatory rules, certain data may be subject to confidentiality protection and restricted access policies before it is in transit, i.e., before it is transferred to the other operator. 

Shared data with other PLMNs (for analytics purposes in this context) should be stored and available for potential subsequent required audits. 

************ END OF CHANGES ************

